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Course Description:

This course is aimed at Network server administrators, firewall administrators, systems
administrators, application developers, and IT security officers — anyone wishes to
implement e-business solutions security policies; identify security threats and develop
countermeasures using firewall systems and attack-recognition technologies; and manage
the deployment of security solutions.

This course is also suited to those who wish to take the Certified Internet Webmaster (CIW)
Security Professional Exam 1D0-470. Passing of this exam is one step towards gaining the
Master CIW Administrator certification.

Course Pre-requisites:

Students must have passed the CIW Foundations, CIW Server Administrator, and CIW
Internetworking Professional exams or have equivalent skills.

Course Contents:

What Is Security?

Applied Encryption

Types of Attacks

General Security Principles

Firewalls Roles and Types

Firewall Topologies and Virtual Private Networks
Detecting and Distracting Hackers

Operating System Security

File System Security

Assessing and Reducing Risk

The Auditing Process

Auditing Penetration and Control Strategies
Intrusion Detection

Auditing and Log Analysis

Recommending Solutions and Generating Reports

Course Duration: 5days

Please call PTR on 0118 979 4000 for further information or
bookings.
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